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® Pentana Audit
Introduction

Ideagen Pentana Audit v6.0 is an enhancement release, available from May 2020. It is supplied as an upgrade to
existing supported customers and as standard to new customers.

This document contains functional and technical information and is intended for Ideagen staff, partners, and
customers to help them prepare for an upgrade to Pentana Audit v6.0. It outlines the enhancements made since
Pentana Audit v5.4. Please refer to our Application or Help Guides if you need a more detailed description of
general product features.

The major new features and selected minor enhancements in Ideagen Pentana Audit v6.0 are described below.
For a complete list of all enhancements, please consult the Release Notes document.
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® Pentana Audit
Major New Features

Windows User Interface (WPF Ul)

Sarbanes-Oxley Control Certification

Controls and Processes can now be certified within Pentana Audit to meet SOX requirements. This functionality is
enabled by default but will only apply to Audit Types and Controls with the Certification flag enabled.
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® Pentana Audit

Once enabled and certification has occurred, then the information will be displayed within the Properties Box.
The certification will also be pushed up to the Entity level when an Audit is completed.

ondon Head Office (08.1 - Accounts Payable)

w

Definition ~

Name
London Head Office (08.1 - Accounts Payable)

sapadoig

Business Owner

Certification -

Naotified Date
Respond By Date

Certification State
o= Certified
Certified By

David McGlashdn

Certified Time
10/09/2019 10:00:05

Certification Comments

Email notifications can be set up to alert users that they need to complete a certification. These email
notifications occur via milestones. If a milestone is set up with the Control and/or Process Certification flag
enabled, then when the actual date of that milestone is recorded within the Audit, the email notification is sent.

0 ®™E start Audit s This should be the first milestone, and is mapped to ilestone StartMilestone
Because it is mapped, it appears in the Audit Details and has variance
(and target variance) fields.

1 ™ Controls ready for Certification v Risk Review Triggers the Certification email(s) to Control Business Owner{s) when the
— SOK Audit {10-K) Actual Date is set.
50X Certification (10-Q) (email robot job is off by default)
2 " processes ready for Certification s Risk REV'"_?W Triggers the Certification email(s) to Audit Process Business Owners when
= SOX Audit (10-K) _ the Actual Date is set.
50X Certification (10-Q) (email robot job is off by default)
3 = 1ssue Report v This is the report milestone, and is mapped to ReportMilestone. Because ReportMilestone

it i= mapped, it appears in the Audit Details and has variance and target
variance fields (KPI - key performance indicator - the target variance is
calculated from the offset).

T End Audit v This is the end milestone, and is mapped to EndMilestone. Because itis EndMilestone
i mapped, it appears in the Audit Details and has variance and target

variance fields (KPI - key performance indicator - target variance is

calculated from the offset).
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® Pentana Audit

Sarbanes-Oxley PBC (Prepared/Provided by Client) Requests

A Document Request can be made directly to a Step/Test in an Audit or a Test in an Entity. The Business Owner
will be notified via email notification and can Add the Attachment(s) to the Request to satisfy it. The Auditor can
then act upon it. No additional configuration is required to enable this functionality.

\‘3 Audit Work £ ¢  01-Head Office Accounts Payable System Settings ~ Permissions | Alexandria Head Office
'S
2 >
_G Lt 2 ‘ Work Plan Sign Off State
s
. & = Audit Management (4 items)
{3 AvatDetais * o
2 A o1- Audit Planning @ &
<

g rcstones % 02- Initial Risk and Controls

—— Assessment

L] Assign Staff

L) FA 03 - Audit Reporting

” Assign Contacts

:{l; 01 - Confirm Testing Is Complete

Jmm

a Audit Execution
¢
m Samples

Add »

i 02 - Update The Risk Asse!
© Delete

:Iii 03 - Review Findings and / |} View

133 04 - Prepare a Draft Audit| &% Cut

£ Add Step

Add Attachment

Attach Attachment

@ Add Document &queﬂ |
Ky Copy [
124, 05 - Issue the Draft Report (3 Add Note
G4 Management

E Questionnaires
A\ Points

z Findings & Actions

Copy Shortcut

-.Ill 06 - Reflect Management | - d Add Finding

Ran 3 Add Finding From Library

2, 07 - Conduct Closing Mee Attach Finding

Get\Update »

:13-‘ 08 - Issue the Final Audit R Sign Off . i

1) probiems

a Audit Reports

I %€ Universe
! & Audit Work

,_l 04 - Audit Sign-Off Scope State 4

—

[ o Kj

Definition -

¥ Add Document Request

Ref
I A
Title
Description
Respondent
Due Date
Notified Date
Respond By Date

Execution -

Respondent Comments

Document Request State

ﬁ Pending

Review -

Review Comments

t:+44 1629699 100 | e:info@ideagen.com | w:ideagen.com

All rights reserved worldwide. Copyright © 2018 Ideagen plc

9 ideagen




® Pentana Audit

Document Requests have their own spine item within the Audit to enable the user to easily see Requests that are
Pending, Submitted Accepted, or Rejected. All Document Requests need to be Accepted before the parent
Step/Test can be Approved.

Document Request Templates can also be added to the Library to be used again. These are then brought into
the Audit using the "Get From Library” feature.

Analysis is also available for Document Requests.

Sarbanes-Oxley Accounts and Assertions

Users are now able to include Accounts and Assertions to show coverage. Accounts can be set for Processes,
Risks, and Controls. Assertions can be set for Risks and Controls

Financial Accounts (such as US GAAP Chart of Accounts) are set up in the Library (under their own Navigation
spine item) and can be arranged into groups. Clients in a multi-client environment share one set of Accounts.

— e
m L;brary & < Accounts = Segmentations
X Active
‘) fracesiesy Account Group - Account No
P 1
5 A@.ﬁs WA 1 - Assets
= &1 1.1.1 - Cash in Bank and On Hand v
= Milestones Library ~=
¥'Z 1.1.2 - Cash Equivalents v

I Ssteps Library
xty 1.1.3 - Restricted Cash & Cash v
22 Equivalents
E Risks, Controls & Tests Library. .
- 1F 1.1.4- Other Cash ltems v

:‘ Findings Library
a Questionnaires Library
Attachments Library

i’. Audit Reports Library

B% Reports Library
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® Pentana Audit

Financial Assertions are set up in Admin - Segmentations.

. Ideagen Pe
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©)
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Accounts and Assertions have also been added to the relevant Analysis, Risk Exposure, and Control Coverage
screens for further data analysis and reporting. Two new tracker screens have also been created — Entity Risk
Tracker and Entity Control Tracker — to show counts for Entity information, including counts of
Accounts/Assertions covered. There is no configuration needed to view these tracker screens.

$ rcons £ Al Process Areas «
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New Sarbanes-Oxley Work Plan and Audit Report Template

There is a new Sarbanes-Oxley work plan, available upon request.

Review OR SOX Aut

3 Audit Type:

® Pentana Audit

Work Plan Template

L SO0X Annual Audit (10-K)

Y sk Review
J SOX Audit

EA 11 - 50X Planning

Pentana Methodology (SO Some organisations have an annual audit for tasting, certficstion and
SOX 404 (10°K] reporting, and quarterly sudits for certification and SOX
302 (10-Q) reporting,
Other organisations do all certifications and testing in an annual audit
(the audit possibly running all year). This work plan would then cover
both 50X 302 requirements (10-Q reporting). and the 50X 404

50X s=ction 404, 10-K reporting
NB

~The Risk Review Audit Type is set to use both Certification and
Asszszment by default, with ass=szments et o Extamal,
expecting Businass Owners or risk managars t perform
assessments (rathes than Auditors).

requiraments (10-K reporting). “The SOX Cartification (10-Q) Audic Type is s=t t uss
Certification, but not Asszssment, by defaut (Tn case
Assessment is turned on, assessments are set to External,
‘expacting Business Owners to parform assessments)
“The 50X Audit (10-K) Audit Type is set to use both Certification
and Assessment by default, with assessments set to Intemnal,
‘expacting Auditors or the 50X departmant to perform
assessmants,

These settings can be changed in Admin, Segmentations, Audit Type.

01 - Reszarch &

= I Ressarch which Accouns would have s materisl impact on the finsncisl
B update materiality s

statements. Update the list of accounts and the significance of each
account. Check the applicability of significant accounts to each process,
=nd whather thar pracees would have a maverizl impact on the financizl
statemants. Record the findings of the research in Pentana Audit.

Use Document Requests (slso called PBC - providad by client) o obrsin 7
any information you need. Update Accounts and Process links to
Accounts in the Library.

Seart Audit

;i D1.A - General Audit Areas Please provide either 2 link to the organisation's dacument management system or an attachment for the following:
= sting of 2ll cradit mema's issued Aprl 1, 2013 through our report relesse date, Plezse provid the first lsting on our first dey of fieldwork,
ng of ll cash recsipts from Agril 1, 2013 through our report relesse date, Bleass provide the first listing on our first day of fieldwark.
ng of all manual journal entries complated by all super users. We will make 2 selection of journal entries an requast the support behind these journal antriss,
-+ Listing of all JE from the zudit year,
= Any new or smanded agresments {customer sgrasmants, storsge sgresment, lesse agresments, ete.) during the yezr.

Plaase provide either 2 link to the organisation's document management systam or an attachment for the following:
1 Final Trizl balance 2t yzar and,
2 Finz| Trizl balance by Department at year end
2.Consolidated Bala hest and Income Statement at year end comparing the YTD Totaks for current year versus priar year, Please explain 2ll variances greater than $400K.
+¥zar End Balance Shest and Income Statsment Input stanaments and also the BS and 15 Detailad Report

ER 013 - Reporing

Upon request, there is also a Management Certification Report (in addition to the Audit Report) in the Audit
Reports Library. This is in the format expected for SOX reporting and works for both quarterly and annual SOX
audits.
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® Pentana Audit

System Settings — Email Notifications

There have been new items added to Admin — System Settings. These allow users with appropriate permissions
to make their own changes to Email Notification text without requiring Ideagen to make those changes for them.
This will allow much flexibility for the customer, as all subject and textual changes previously had to be made
through Ideagen prior to v6.0 for Action emails, as well as the new Certification email process.

s Admin & < Accounts = Segmentations = Audits = 01 - Head Office Accounts Payable = Org Structure = London Head Office ~ Risk Exposure  Entity Risk Track
- C System Settings Editor
Staft Sheuamuoo il
L
Respondent
i’ Roles ActionUpdate.Action\Action.Owner
- Initial Subject
o) Permissions
. Action Update Notification
a@a Time Sheet Periods Initial Body
Dear {Person.Forenames) I
‘., My Time Sheets This is a message from Pentana Audit to notify you that there are some Action Updates that require your attention

Please provide an update by clicking on the link below, which will take you to your pending Action Updates
a Time Sheets <a href="{SystemSetting Hyperlink WebSite}?mid=ActionUpdate™>View Action Update(s) </a>

Click on the link below to go to the home page, where you can choose either Action Tracking (dashboard), or pending Action Update.

~
.-. Login Activity {SystemSetting Hyperlink. WebSite)

Reminder Subject
K Terminology Action Update Reminder
== Reminder Body
,“‘ Segmentations Dear {ActionUpdate.Owner\Person.Forenames)

You are reminded that you still need to respond to the Action: {ActionUpdate Name)
m Properties Paneis
— Please provide an update by clicking on the link below, which will take you directly to the action update.
{ActionUpdate.WebiD}

% Matrix Configurations
Rejection Subject
M 5 Action Update Rejection
(.v! System Settings son Upd e
Rejection Body

Dear {ActionUpdate.Owner\Person.Forenames)

Your Action Update {ActionUpdate.Name] has been rejected for the following reasons:
{ActionUpdate.Comments}

Please provide a revised update by clicking on the link below, which will take you directly to a new action update

;‘é Universe {ActionUpdate.WebiD)
m Library Client Initial Respond By Days
5 14
& Admin Client Reminder Respond By Days
g

t:+44 1629699 100 | e:info@ideagen.com | w:ideagen.com

. ®
@ ideagen
" 4 All rights reserved worldwide. Copyright © 2018 Ideagen plc




® Pentana Audit
Reporting API

Pentana Audit provides customers limited access to their data via a REST-ful API (Application Programming
Interface). You can think of this as a means of reading data from the application without using either its Web or
Desktop user interfaces. Instead the APl serves as the interface. The API does not provide direct database access,
and it does not let you write data. The same rules of ownership and permission apply. You will only be able to
access the same data you would via the Web or Desktop interfaces.

Provision of an API enables Pentana Audit customers to use their data in third party systems such as a Bl
(business intelligence) reporting tool. Access to the APl is provided as is. Customers will need to provide their
own connector software to be able to successfully connect Pentana Audit to any third-party system.

While you are unable to submit new data or make changes to things such as System Settings via the API, you are
able to read data from almost every data or business object on the system, including any custom fields or objects
that might have been added.

Some objects, such as Users, are restricted in what data you can return to ensure compliance with privacy data
standards. You can control what User data is returned via the API in the Desktop application. For more
information consult the V6 User Manual.

The APl is available to any Pentana Audit user. There is an additional charge for API functionality.
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® Pentana Audit
Web User Interface (Web Ul)

New Home Tiles

Prior to v6.0, there were four home tiles available within the Web Ul:

Action Tracking

Entity Risk Management
Incident Reporting
Questionnaires

PwNPR

These four tiles were made up of tasks targeted towards Contacts (ie, Business Owners), allowing the Contacts to
perform necessary work without requiring access to and licenses for the WPF Ul.

Now, with v6.0, we are introducing Audit-focused tasks into the Web Ul to allow a web-based User Experience
for our Staff as well as Contacts. This means that an additional seven home tiles are now available within the Web
Ul. Some of the below are Staff-focused and some are Contacts-focused:

Action Management

Audit

Document Requests

Document Request Management
Incident Management

SOX Certifications

SOX Certification Management

NouswWwNeE

® Pentana Audit

ome
= Action Tracking = Action Management Vl%d‘lf

| ? Entity Risk Management @ Document Requests @ Document Request Management
©

| .\a SOX Certifications & v::den':!epo;rg ) A Incident Management
o

I M Questionnaires

The intention is not that all Staff and Contacts will see all eleven tiles. In order to determine which tiles are
available to Staff/Contacts, the following permissions are used as set up in the WPF Ul under Admin -
Permissions. Staff tend to be General Viewers and Contacts are Business Viewers (newly created to allow this
distinction).
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ai\dmm o < [“Home | Roles | Permasions |
8 o

Find

Segmentations

Properties Paneis

Matrix Configurations

i Roles
Afr":::mmv Client Administrator A::"’{m’m, Library Viewer General Viewer Business Viewer
.-c) Parmisons » | Launch Web Action Tracking Grant Grant Grant Grant Grant Deny Grant
Launch Web Action Management Grant Grant Grant Grant Grant Grant Den
a‘ﬂ Time Sheet Periods Launch Web Audit Grant Grant Grant Grant Grant Grant Der
Launch Web Entity Risk Management Grant Grant Grant Grant Grant Deny
Q.p My Time Sheets Launch Web Document Requests Grant Grant Grant Grant
N Launch Web Document Request Management Grant Grant Grant Grant
@ e snees Launch Web SOX Certifications Grant Grant Grant Grant
Launch Web SOX Certification Management Grant Grant Grant Grant
y‘g Lopis Achay Launch Web Incident Reporting Grant Grant Grant Grant
Launch Web Incident Management Grant Grant Grant Grant Den
A Teminooey Launch Web Questionnaires Grant Grant Grant Grant Deny
o
+
»
L)

Y

£} system Settings
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® Pentana Audit

Each of these tiles has a dashboard which the user can set up according to their preferences for layout and/or
additional information to be included.

Action Management in Web Ul

This tile is targeted to the Audit team for viewing and managing Actions, per permissions that they have been
granted. This allows the Audit team to easily see the status of Actions and whether the Business Owner has
addressed Actions or whether the Audit team needs to Accept or Reject Actions that the Business Owner has
Submitted.

Audit in Web Ul

Upon entering the Audit tile, the user will be able to view and perform Audit work, per their allowed permissions.
This includes assessing risks and controls, making Document Requests (new for v6.0), adding Attachments,
signing off Work Plans/Steps, and Objectives, Risks, Controls, and Tests, adding and addressing Review Points,
creating an Audit Report, etc.

= @ Pentana Audit

o]~
z
2
& $
g
ey O 11 Neme Plan State Percd Type Leas Auditor Marsger Director Department Names Scop -
O 3 01 - Head Office Accounts Payable B oeen Planned 2012 Cyciical Audit Phil Smith & Dave Alder Terry Perkins UK London Head Office (08.1 - Accounts Payable)
O So unt B open Planned 2012 Cychical Audit ohil Smith Dave Alder TerryPerkins  America New York Head Office (Finance)
Detroit Factory (Purchas
oa B oo Planned 2012 Cycical Audit Celine Gerverun  1an Olver Kentbbage  Amenc Detroft Fuciaty (A chinid
San Diego Factory (Purchasing)
Cardiff Branch (inventory: Production)
- Nottingham Factory (inventory: Production|
O £ 04- UK Stocks & Production B open Planned 2012 Cyclical Audit Coline Gerverun  1an Olivar KenEbbage UK AT Gham ERCIALY Qrrvenicy; evecucion)
Reading Factory (nve
Newcastie Warehouse (inventory)
porting [l open Planned 2012 Cyclical Audit ohil Smith Dave Alder Terryperkins UK UK Management Office (08.1 - Accounts Payable: 08.2 - Employees’ Expenses; 08.3 - Ci
UK Management Office (08.4 - Payrolk: Human Resources|
B ooen Added 2012 Cyclical Audit Phil Smith Dave Alder Terryperkins UK e <t ‘b = )
London Head Office (08.4 - Payroll: Human Resources)
B open Planned 2012 Risk Review Celine Gerverun  lan Oliver KenEbbage  America Detroit Factory (Production)
B ocoen Planned 2012 Cyclical Audit Stephen Jupp David Young KevinHughes  EMEA Alexandria Head Office (Human Resources)
B oen P 12 Cyclcal Audi Celine Gerverun 1an Oliver Kengbbage  EMEA Caen Factory (Purchasing Inventory)
B oo Planned 2012 Cyclical Audit Lawrence Conan  Andrew Stoneham  Dave King UK Cardiff Branch (07.1 - Marketing)
B ooen Planned 2012 Cyclical Audit Lawrence Cowan  AndrewStoneham  Dave King America Dallas Sales (07.2 - Sales)
B open Planned 2012 Risk Review Phil Smith Dave Alder TerryPerkins  America Brasilia Head Office (02.4 - Tax)
B oo Planned 2012 Special Wu Q Song Yu L Ku Asia Beijing Head Office (02.3 - Treasury)
B ooen Planned 2012 Cydlical Audit Wu O Song Yu L Ku Asia Beijing Head Office (08.1 - Accounts Payable; 08.2 - Employees’ Expenses: 08.3 - Cash: ,

Audits can be filtered by Org Structure or Process Area within the Navigation Pane. Filters and Search boxes can
also be added to the data grid itself and utilized for data selection. Columns can be added and re-ordered within
the data grid according to the user's preference, and views can be set up and saved for future use.

Data grids can be exported to Excel, like the WPF UI.
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® Pentana Audit

There is also the ability to “multi-select” within the Web Ul if changes need to be made in bulk.

= @ Pentana Audit

» 1) Manage Period (%) Rating & | ) F

z Export To Excel

= -

aa -

E.l -

=

v O 1T Name Audit State Plan State Period
:_3 01 - Head Office Accounts Payable . Open Planned 202
{53 02 - New York Accounts . Open Planned 2012
:_-_LJ 03 - USA Buying . Open Planned 2012
| :j 04 - UK Stocks & Production . Open Planned 2012
'_| d_h. ne HIWVRASZRAT Mavinblas 71 and Daneebine - [ T Ml amemnd helat Bel

Upon entering the Audit, the user is presented with an Audit Home screen, which can be configured with
additional information according to preference. From there, the user can navigate to objects within Audit Steps
and Audit Execution.

= @® Pentana Audit

an ideagen product

SN 01 - Head Office Accounts Payable = Home @

Manage Audit Steps Audit Execution Complete Analysis
a Detalls

Risk Matrix

Control Matrix

GCISN 01 - Head Office Account  Milestones

Maintain

Type
Cyclical Audit Document Requests
Questionnaires

Current Milestone

Rating
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® Pentana Audit

Some objects can also be added through the Web Ul within Audit Steps and Audit Execution, subject to
permissions. Each object also has its own notebook, which allows for additional information to be displayed and
acted upon.

= @ Pentana Audit
B ¢ record invoies ]

e O 11 Nem Category

Sub Process u vaidiy
s M- [ Completeness
o O M3 B o P
o
O M 4-Duplicate invoice Input B oo Validity

Title
Record Mivoies O M cv B o B o scope

Description

e

Category

Business Owner

owner

Post Audit

o

In addition, Work Plans/Steps and Processes, Objectives, Risks, and Tests can also be brought in from the Library
or Entity within the Web UL.

= @ Pentana Audit
01 - Head Office Accounts Payable = Work Plans v m

Add Work Plan

Get From Library
11 Name Sign Off State ‘“ dwner Scope State

O

Export To Excel
O A 0.1 - Audit Planning . Approvi . In Scope
O B3 0.2-initial Risk and Controls Assessment . Approved 7 . In Scope
O B8 0.3 - Audit Reporting . Open 8 . In Scope
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® Pentana Audit
Document Requests in Web Ul

This tile is targeted to Business Owners who need to provide documentation per Document Requests they have
received from the Audit team. The home tile will display their number of Pending Document Requests, which can
be drilled into and then attach the relevant documentation requested.

Document Requests

» Document Request State (©)  JISECIETINE Notified Date (C Respond By Date (© Respondent O KGNS

<

)

=

G

8

-]

o D 11 Name (Audit) 21 Name Respondent Respond By Date Due Date Document Request State
a :} 01 - Head Office Accounts Payable “ 97 - This one's on a test! Ken Ebbage Pending
O :] 01 - Head Office Accounts Payable [l 98 - Sprint Review #2 Ken Ebbage Pending
] :3 01 - Head Office Accounts Payable  [@] 99 - Sprint Review example  Ken Ebbage Pending

The Business Owner can also see Document Requests that they have previously submitted.

Document Request Management in Web Ul

This tile is targeted to the Audit team for managing the Document Requests received from the Business Owners.
The Document Requests can then be Accepted or Rejected.

Incident Management in Web Ul

This tile is targeted to the Audit team for viewing and managing Incidents assigned to them.

SOX Certifications in Web Ul

This tile is targeted to Business Owners who need to certify their assigned SOX Controls/Processes. The home tile
will display their number of Pending SOX Certifications, which can be drilled into and then Certified as requested.

The Business Owner can also see SOX Certifications that they have previously made.

SOX Certification Management in Web Ul

This tile is targeted to the Audit team for managing the SOX Certifications requested from the Business Owners.

2% 'd t:+44 1629699 100 | e:info@ideagen.com | w:ideagen.com
." I eagen All rights reserved worldwide. Copyright © 2018 Ideagen plc




® Pentana Audit

Technical

End User License Agreement (EULA)

A EULA is now made available to the user upon first login to either the WPF Ul or Web Ul for v6.0. Upon
accepting the EULA in either the WPF Ul or Web Ul, the user will not be asked again within either Ul.

® Pentana Audit

End User License Agreement

ecting the Accept button, you acknowledge that you have read and agree to be bound by

1d User License Agreeement

View End User License Agreement

Requires a PDF Viewer

View DocX Version

accept the End User License Agreement
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® Pentana Audit
Minor Enhancements

The following is a selection of other minor enhancements in Pentana Audit v6.0:

Remember Me - The "Remember Me" option has been removed from the Web Ul login for security purposes.

Refresh Process — A “Refresh Process” button has been added to the ribbon bar within the Entity to allow an
easy way to quickly refresh process(es), especially if Library information has changed, prior to downloading to the
Audit level.

Views & Tiles — There are now 115 views and 79 tiles (home screens). In addition, the Views Report Template in
the Reports Library has been enhanced to show all columns. These are available upon request.

Terminology - There is guidance (hover text) on more fields, especially where it is difficult to remember the
difference — for example Score and Value in a Result, Dates in Actions and Action Updates.
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